UNITED STATES DISTRICT COURT
DISTRICT OF CONNECTICUT

UNITED STATES OF AMERICA,

Plaintiff,
No. 3:11 CV 561 (VLB)
V.

JOHN DOE 1, JOHN DOE 2, JOHN :
DOE 3, JOHN DOE 4, JOHN DOE 5, :
JOHN DOE 6, JOHN DOE 7, JOHN :
DOE 8, JOHN DOE 9, JOHN DOE 10, :
JOHN DOE 11, JOHN DOE 12, AND :
JOHN DOE 13, z

Defendants.

WHEREAS the COﬁrt previously issued a Temporary
Restraining Order which, ~In;-gr}glig , authorized the Government to
operate a substitute server for the purpose of responding to command
and control requests from infected computers with instructions for the
Coreflood software to stop running; and

WHEREAS the Government has shown good cause to
operate a second such server for a period of approximately one week

for the same purpose;



NOW, THEREFORE, IT 1S HEREBY ORDERED AND DECREED
this __ dayof April2011,at_____ a.m./p.m.:

2. Pursuant to the authority granted by 28 U.S.C. § 566,
the United States Marshal for the District of Connecticut ("USMS")
shall execute and enforce the Temporary Restraining Order, with the
assistance of the Federal Bureau of Investigation ("FBI") if needed, by
establishing a second substitute server that will respond to requests
addressed to the Coreflood Domains by issuing instructions that will
cause the Coreflood software on infected computers to stop running,
subject to the limitation that such instructions shall be issued only to
computers reasonably determined to be in the United States.

3. The Defendants, their agents and represéntatives, and
anyone acting under their direction or control, including the Domain
Service Providers as defined in the Temporary Restraining Order, shall
take all measures reasonably available to them to direct internet
traffic addressed to the Coreflood Domains to the afore-mentioned

substitute server.



4. Nothing in this Order shall permit the USMS or FBI to
store, review, or otherwise use any data that may be transmitted to
the second substitute server from an infected computer, other than
the originating IP address, network port, and the date and time of
transmlssioﬁ.

5. A copy of the Order shall be served on the Defendants
in accordance with the Order Authorizing Service.

6. This Order shall expire on the 26th day of April 2011,
at 9:30 a.m., subject to the further order of this Court.

IT IS SO ORDERED.

A

HON. VANESSA L. BRYANT
UNITED STATES DISTRICT JUDGE





