Seizure Warrant

Hnited States District Court

FOR THE DISTRICT OF CONNECTICUT

In the Matter of the Seizure of
(Name, address or brief description of person, property or premises to be seized) SE | ZU RE WAR RANT
THE PREMISES KNOWN AND DESCRIBED AS TWENTY-FOUR

CERTAIN INTERNET DOMAIN NAMES CASE NUMBER:

TO: Kenneth Keller and any Authorized Officer of the United States

Affidavit(s) having been made before me by FBI S/A Kenneth Keller who has reason to
believe that the property described below is subject to forfeiture to the United States, namely:

TWENTY-FOUR CERTAIN INTERNET DOMAIN NAMES
(SEE ATTACHMENT)

in the District of Connecticut and elsewhere, which is property that facilitated the commission of violations including
Title 18, United States Code, Sections 1030 and 2511.

YOU ARE HEREBY COMMANDED to seize the above property on or before

Date
(not to exceed 10 days) and to execute the warrant (in the daytime -- 6:00 A.M. to 10:00 P.M.) (atanytime-inthe-day
ot-night-asHindreasonablecatsehasbeen-established) and if the property be found there to seize same, leaving
a copy of this warrant and receipt for the property taken, and prepare a written inventory of the property seized and
promptly return this warrant to any United States District or Magistrate Judge
as required by law.

April 12, 2011 at Hartford, Connecticut
Date and Time Issued City and State

Hon. Vanessa L. Bryant
United States District Judge /s/ Vanessa L. Bryant
Name and Title of Judicial Officer Signature of Judicial Officer



EChang
Typewritten Text
/s/ Vanessa L. Bryant


Seizure Warrant (Reverse)

RETURN

CASE NUMBER:

DATE WARRANT RECEIVED

DATE AND TIME WARRANT EXECUTED

COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH

INVENTORY MADE IN THE PRESENCE OF

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT

CERTIFICATION

Subscribed, sworn to, and returned before me this date.

United States District or Magistrate Judge

| swear that this inventory is a true and detailed account of the property taken by me on the warrant.

Date




ATTACHMENT

Subject to any further Order of this Court, including the
Temporary Restraining Order, dated April 12, 2011, each of the service
providers for the following list of Coreflood Domains shall take all
measures reasonably available to them to "null route” Internet traffic
addressed to the Coreflood Domains. In particular:

a. Each registry or registrar of one of the Coreflood
Domains receiving notice of this Order shall set the
authoritative DNS name servers for that Internet domain
name as follows, and shall impose a registry lock on the
Internet domain name and shall lock any account
associated with the registrant of the Internet domain name
to prevent any change, transfer, or deletion of such Internet
domain name or account:

SINKHOLE-00.SHADOWSERVER.ORG
IP address: 87.106.24.200

SINKHOLE-O01.SHADOWSERVER.ORG
IP address: 87.106.26.9

b. Each DNS provider for one of the Coreflood
Domains receiving notice of this Order shall respond to DNS
resolution requests for that Internet domain name by
returning the IP address 127.0.0.1, and shall lock any
account associated with the Internet domain name to
prevent any change, transfer, or deletion of such account.



The COREFLOOD DOMAINS

(1) adv-webhost.com

Tertiary domain names:
nodel.adv-webhost.com
alex.adv-webhost.com

Registrant: Unknown

Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

Registrar: Wild West Domains
14455 North Hayden Road, suite 219
Scottsdale, Arizona

DNS provider: DomainControl.com
14455 North Hayden Road, suite 219
Scottsdale, Arizona

(2) antrexhost.com

Tertiary domain names:
ads.antrexhost.com
cafe.antrexhost.com
coffeeshop.antrexhost.com
marker .antrexhost.com
old.antrexhost.com
spamblocker.antrexhost.com

Registrant: Unknown

Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

Registrar: Above.com Pty Ltd
8 East Concourse,
Beaumaris, VIC 3193, Australia

DNS provider: Above.com Pty Ltd

8 East Concourse,
Beaumaris, VIC 3193, Australia
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3

€Y

)

bonuspages.net

Tertiary domain names:

Registrant:

Registry:

Registrar:

DNS provider:

diplodoger.com

carl _bonuspages.net

Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

BigRock Solutions Pvt Ltd
Acme ITech Park

Old Nagardas Road Next to Andheri Subway
Andheri (E) Mumbai Maharashtra 400 069,

BigRock Solutions Pvt Ltd
Acme ITech Park
Old Nagardas Road

Andheri (E) Mumbai Maharashtra 400 069,

Tertiary domain names:

Registrant:

Registry:

Registrar:

DNS provider:

ehostville.com

nsl.diplodoger.com
Unknown

Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

LiquidNet Ltd.
13 Craigleith 7 Kersfield Road,
Putney London SW15 3HN, United Kingdom

ZoneEdit, LLC
8100 NE Parkway Drive, suite 300
Vancouver, Washington

Tertiary domain names:

taxadvice.ehostville.com
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Registrant:

Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

Registrar: Network Solutions, LLC
13861 Sunrise Valley Drive, suite 300
Herndon, Virginia

DNS provider: ZoneEdit, LLC
8100 NE Parkway Drive, suite 300
Vancouver, Washington
(6) fTishbonetree.biz

Tertiary domain names:
brew.fishbonetree.biz

Registrant:
Registry: Neustar, Inc.
46000 Center Oak Plaza
Sterling, Virginia
Registrar: Active Registrar, Inc.

10 Anson Road no. 16-16,
International Plaza Singapore 079903

DNS provider: Active Registrar, Inc.
10 Anson Road no. 16-16,
International Plaza Singapore 079903
(7) googlestat.net

Registrant:

Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia
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Registrar: 1&1 Internet AG
Brauerstrasse 48
Karlsruhe 76135, Germany

DNS provider: 1&1 Internet AG
Brauerstrasse 48
Karlsruhe 76135, Germany

(8) hostfarmville.net

Tertiary domain names:
inews.hostfarmville.net

Registrant: Unknown

Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

Registrar: Tucows Inc.
96 Mowat Avenue
Toronto, Ontario M6K 3M1 Canada

DNS provider: Tucows Inc.
96 Mowat Avenue
Toronto, Ontario M6K 3M1 Canada

(9) hostfields.net
Tertiary domain names:

wiki _hostfields.net
wel lness._hostfields.net

Registrant:
Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia
Registrar: Dotster, Inc.

8100 NE Parkway Drive, suite 300
Vancouver, Washington

DNS provider: ZoneEdit, LLC

8100 NE Parkway Drive, suite 300
Vancouver, Washington
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(10) hostnetline.com

Tertiary domain names:
ticket.hostnetline.com

Registrant:
Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia
Registrar: MyDomain, Inc.

8100 NE Parkway Drive, suite 300
Vancouver, Washington

DNS provider: ZoneEdit, LLC
8100 NE Parkway Drive, suite 300
Vancouver, Washington

(11) joy4dhost.com

Registrant:
Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia
Registrar: Wild West Domains

14455 North Hayden Road, suite 219
Scottsdale, Arizona

DNS provider: ZoneEdit, LLC
8100 NE Parkway Drive, suite 300
Vancouver, Washington
(12) just-twin.com

Tertiary domain names:
celsius. just-twin.com

Registrant:
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(13)

14)

Registry:

Registrar:

DNS provider:

Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

DomainRegistry.com, Inc.
2301 E. Evesham Road, suite 204
Voorhees, New Jersey

ZoneEdit, LLC
8100 NE Parkway Drive, suite 300
Vancouver, Washington

licensevalidate.net

Tertiary domain names:

Registrant:

Registry:

Registrar:

DNS provider:

acdsee.licensevalidate.net
savupdate. licensevalidate.net

Unknown

Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

Tucows Inc.
96 Mowat Avenue
Toronto, Ontario M6K 3M1 Canada

ZoneEdit, LLC
8100 NE Parkway Drive, suite 300
Vancouver, Washington

medicalcarenews.org

Tertiary domain names:

Registrant:

Registry:

Registrar:

flu.medicalcarenews.org

Public Interest Registry
1775 Wiehle Avenue, suite 200
Reston, Virginia

Active Registrar, Inc.

10 Anson Road no. 16-16,
International Plaza Singapore 079903
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DNS provider: Active Registrar, Inc.
10 Anson Road no. 16-16,
International Plaza Singapore 079903

(15) medinnovation.org

Tertiary domain names:
vaccina.medinnovation.org

Registrant:

Registry: Public Interest Registry
1775 Wiehle Avenue, suite 200
Reston, Virginia

Registrar: MyDomain, Inc.

8100 NE Parkway Drive, suite 300
Vancouver, Washington

DNS provider: ZoneEdit, LLC
8100 NE Parkway Drive, suite 300
Vancouver, Washington
(16) nebuladay.net

Tertiary domain names:
gamer .nebuladay.net

Registrant:
Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia
Registrar: Melbourne IT DBS

636 Ellis Street
Mountain View, California

DNS provider: Yahoo!

701 First Avenue
Sunnyvale, California
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(17) nethostplus.net

Tertiary domain names:
accounts.nethostplus.net
imap.nethostplus.net
logon.nethostplus.net
mediastream.nethostplus.net
onlinebooking.nethostplus.net
pop3.nethostplus.net
schedules.nethostplus.net
taxfree.nethostplus.net

Registrant: Unknown

Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia
Registrar: Tucows Inc.
96 Mowat Avenue
Toronto, Ontario M6K 3M1 Canada

DNS provider: Sedo.com, LLC
161 First Street, 4th Tloor
Cambridge, Massachusetts
(18) netwebplus.net

Tertiary domain names:
ipadnews.netwebplus.net

Registrant:
Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia
Registrar: MyDomain, Inc.

8100 NE Parkway Drive, suite 300
Vancouver, Washington

DNS provider: ZoneEdit, LLC

8100 NE Parkway Drive, suite 300
Vancouver, Washington
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(19)

(20)

1)

penlist.net

Tertiary domain names:

Registrant:

Registry:

Registrar:

DNS provider:

realgoday.net

butik2000.penlist.net

Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

Directi Internet Solutions Pvt. Ltd.
Directiplex, Mogra Village Nagardas Road
Andheri (East) Mumbai Maharashtra 400069
India

Triple.com
6070 S. Eastern Avenue, suite 210
Las Vegas, Nevada

Tertiary domain names:

Registrant:

Registry:

Registrar:

DNS provider:

stafilocox.net

dru.realgoday.net
Unknown

Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

Tucows Inc.
96 Mowat Avenue
Toronto, Ontario M6K 3M1 Canada

Netfirms.com - US
70 Blanchard Road, 3rd floor
Burlington, Massachusetts

Tertiary domain names:

exchange.stafilocox.net
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Registrant:

Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

Registrar: Mesh Digital Limited
3 Quarry Court Lime Quarry Mews Guildford
Surrey GU1 2RD, United Kingdom

DNS provider: Domainmonster.com, Inc.
One Broadway 14th Floor,
Kendall Square
Cambridge, Massachusetts

(22) unreadmsg.net

Tertiary domain names:
Jjane.unreadmsg.net

Registrant:
Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia
Registrar: pair Networks, Inc.d/b/a pairNIC

2403 Sidney Street, suite 510
Pittsburgh, Pennsylvania

DNS provider: pair Networks, Inc.d/b/a pairNIC
2403 Sidney Street, suite 510
Pittsburgh, Pennsylvania
(23) vip-studions.net

Tertiary domain names:
a-gps.vip-studions.net

Registrant:

Registry: Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia
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(24)

Registrar:

DNS provider:

virtukon.com

Misk.com, Inc.
1542 Route 52
Fishkill, New York

Misk.com, Inc.
1542 Route 52
Fishkill, New York

Tertiary domain names:

Registrant:

Registry:

Registrar:

DNS provider:

kelvin.virtukon.com

Verisign, Inc.
21355 Ridgetop Circle
Dulles, Virginia

Moniker Online Services, Inc.
20 SW 27th Avenue, suite 201
Pompano Beach, Florida

Moniker Online Services, Inc.

20 SW 27th Avenue, suite 201
Pompano Beach, Florida
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